UY BAN NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM
XA LAC PAO Poc 1ap - Tu do - Hanh phic

S6:62 /UBND-VHTT Lac Pao, ngay 22 thang 01 nam 2025
V/v dam bao an toan thong tin

Kinh gtri:  Céc phong, ban, don vi thuoc UBND xa

Hoat dong tin cong mang, dic biét 1a tin cong co chii dich nham vao co
quan Pang, Nha nudc va cac td chirc tai chinh, ngin hang tiép tuc dién bién
phtc tap. Tha doan tin cong ngdy cang tinh vi, c6 su két hop nhiéu k¥ thuat dé
lan tranh cac gidi phap bao mat. Pac biét 1a 1gi dung céc nén tang hop phap nhu
cac trang bao dién tir uy tin dé lam may chu diéu khién hodc luu trir ma doc, gy
kho khan cho vi¢c phat hi¢n, ngan chan.

Cac chién dich hra dao dugc xay dung bai ban, c6 hé thé)ng, nham vao
tam 1y, mbi quan tdm cta nguoi dung (gia mao van ban hanh chinh, thong bao
ngan hang, ung dung dich vu cong...) dé phat tin ma doc. Muc dich tan cong rd
rang, tip trung vao viéc giam sat, chiém quyén diéu khién, danh cip dir liéu va
truc loi tai chinh.

Qua cong tac ra soat, van con mot ) may tinh tai ctia can bg, cong churc
két 161 dén may chu c6 chira ma doc, chua thay d6i mat khau mic dinh ban dau
d6i v6i cac tai khoan hodc khong thay doi mat khau sau 6 thang. Cac may tinh
truy cdp dén may chu c6 chira ma doc tiém an nguy co bi danh cap thong tin, 19
lot thong tin ra bén ngoai, gdy mét an toan thong tin.

Pé dam bao an toan thong tin cho cac hé thong thong tin, tranh nguy co bi
10 lot, danh cap thong tin, Uy ban nhan dan xa yéu cau:

1. Cac phong, ban, don vi, can by, cong chirc thudc xa ra soat cac tai
khoan, ddm bao 100% tai khoan thay ddi mat khau mic dinh duoc cép ban dau,
thay d6i mat khau thuong xuyén (6 thang) thiét lap mat khau du manh (Mt
khdu manh la mdt khau cé it nhat 8 ky tu tro lén bao gém: chira it nhat 1 chik cdi
viét hoa, 1 chit cdi thwong, 1 ky ty dac biét va Sé).

2. Thu truéng cac phong, ban, don vi chi dao can bd, cong chuc, vién
chtrc trong co quan khi st dung may tinh lam viéc tai co quan, khong truy cap,
két nbi dén may chu chia ma doc, tuyét ddi khong mad cac tép tin, duong dan
kha nghi, khong cai dit tng dung tir ngudn khong rd rang (dic biét 1a cac tép
.apk) qua SMS, QR, Zalo, Facebook hay cac trang web khong chinh thong nham
tranh nguy co bi tin tic tan cong, danh cip thong tin, dir licu.
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Pay 1a nhiém vu quan trong, Uy ban nhan din x3 yéu cau cac phong, ban,
don vi nghiém tic thyc hi¢n va chiu trach nhi€m trudc Uy ban nhan dan xa, Chu
tich Uy ban nhan dan xi vé cong tac dam bao an toan thong tin./Z—

Noi nhin: £ TM. UY BAN NHAN DAN
- Nhu trén; KT. CHU TICH

- Chu tich, cac Pho Chu tich UBND xa;
- Luu: VT, VHXH.
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